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B Problem

Traditional SCADA models have been built for an off-line era

* When these systems were built, everything was
essentially airgapped — by necessity

* Security, extensibility, and repeatability have not
been leading design considerations

° |oT exploits are proliferating; industrial 10T is
clearly an increasingly ripe target
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Do not feel prepared for security Already recognize the need to Expect lloT to increase risk
attacks that abuse, exploit, or maliciously protect against lloT attacks and vulnerability
leverage insecure lloT devices

rYe

96% 90% 96% 93%

Expect to see an increase in Expect lloT deployment to rise Large Companies Small Companies

security attacks on lloT in 2017 Expect a significant increase in risk
caused by the use of lloT

tripwire.com | The State of Security: Stories, trends, insights at tripwire.com/blog

©2017 Tripwire, Inc. Tripwire is a registered trademark of Tripwire, Inc. All rights reserved.
Results based on 403 responses. Al participants had responsibility for IT security as a significant part of their job and worked at companies with more than 1,000 employees. Survey respondents were based in the United States (278), the United Kingdom (44), Canada (28) and Eurape (53).

The Industrial Internet of
Things ultimately delivers
value to organizations, and
that's why we're seeing an
increase in deployments.
Security can't be an industry
of ‘no’ in the face of innova-
tion, and businesses can't be
effective without addressing
risks.

While lloT may bring new
challenges and risks, the
fundomentals of security still
apply. Organizations don't
need to find new security
controls, rather they need to
figure out how to apply
security best practices in new
environments.

—Tim Erlin
Director, Security and
IT Risk Strategist, Tripwire




B Problem

Traditional SCADA models have been built for an off-line era

* When these systems were built, everything was
essentially airgapped — by necessity

* Security, extensibility, and repeatability have not
been leading design considerations

° |oT exploits are proliferating; industrial 10T is
clearly an increasingly ripe target

Let’s explore what a secure, open, and

extensible lloT stack might look like
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M way forward

Time for SCADA to embrace the Internet in all its glory?

° Industrial systems increasingly online (whether intentionally or not)

° More threat/attack vectors. Fewer and fewer systems can be considered truly
Isolated from the Internet, and from external access

* At the same time, across the board devices have higher processing power, and
greater available comms bandwidth

° Instead of fighting off the Internet, maybe industry could embrace it and its
best practices?
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B Solution

Reference architecture for open industrial loT
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B Solution

Reference architecture for open industrial loT
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B way forward
Why this is a good thing
* Security of communications protocols have been proven over decade; designed with
a “this is out in the open” mindset
* Mature open-source projects have a high level of auditing for security vulnerabilities
° Extremely easy and cost-effective to set up and configure
* Interfaces are well-documented and designed with flexibility and robustness in mind

* Grafana’s customizability and extensibility are perfect examples of this
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B What's next

Where to from here?

* Industry has been slow to adopt some of these:
- Open source (or really, anything that’s not Windows-based or PLC-related)
- Cloud (i.e. IT infrastructure that’s not on-promises)
- Serverless
...but it's catching up. The drivers of these shifts are fundamental — and financial benefits
certainly play a role
° On the tech stack side some gaps still exist around configuration and control

- How do we standardize on the logic/bes practices in a way that meets a broad range of
use cases (e.g. logic in cloud vs local)

- Grafana Ul plugins for native two-way control, rather than just data visualization
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M Example
AMMP integrates with all major vendors and relevant technologies, allowing an exceptional level

of unification of data and streamlining of operations
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Mini-grids are the building blocks of tomorrow’s
clean decentralized energy infrastructure

AMMP makes these new energy systems truly smart

Join us on our mission to power up tomorrow
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Svet Bajlekov, CEO | +31 6 4095 6221 | svet.bajlekov@ammp.io | www.ammp.io
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