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Problem

• When these systems were built, everything was 

essentially airgapped – by necessity

• Security, extensibility, and repeatability have not 

been leading design considerations

• IoT exploits are proliferating; industrial IoT is 

clearly an increasingly ripe target

Traditional SCADA models have been built for an off-line era
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Problem

Traditional SCADA models have been built for an off-line era

Let’s explore what a secure, open, and 

extensible IIoT stack might look like

• When these systems were built, everything was 

essentially airgapped – by necessity

• Security, extensibility, and repeatability have not 

been leading design considerations

• IoT exploits are proliferating; industrial IoT is 

clearly an increasingly ripe target
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Way forward

• Industrial systems increasingly online (whether intentionally or not)

• More threat/attack vectors. Fewer and fewer systems can be considered truly 

isolated from the Internet, and from external access

• At the same time, across the board devices have higher processing power, and 

greater available comms bandwidth

• Instead of fighting off the Internet, maybe industry could embrace it and its 

best practices?

Time for SCADA to embrace the Internet in all its glory?
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Solution

Reference architecture for open industrial IoT
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Way forward

• Security of communications protocols have been proven over decade; designed with 

a “this is out in the open” mindset

• Mature open-source projects have a high level of auditing for security vulnerabilities

• Extremely easy and cost-effective to set up and configure

• Interfaces are well-documented and designed with flexibility and robustness in mind

• Grafana’s customizability and extensibility are perfect examples of this

Why this is a good thing
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• Industry has been slow to adopt some of these:

- Open source (or really, anything that’s not Windows-based or PLC-related)

- Cloud (i.e. IT infrastructure that’s not on-promises)

- Serverless

…but it’s catching up. The drivers of these shifts are fundamental – and financial benefits 

certainly play a role

• On the tech stack side some gaps still exist around configuration and control

- How do we standardize on the logic/bes practices in a way that meets a broad range of 

use cases (e.g. logic in cloud vs local)

- Grafana UI plugins for native two-way control, rather than just data visualization

Where to from here?
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Example

+ many others

AMMP integrates with all major vendors and relevant technologies, allowing an exceptional level 

of unification of data and streamlining of operations



Mini-grids are the building blocks of tomorrow’s

clean decentralized energy infrastructure

AMMP makes these new energy systems truly smart

Join us on our mission to power up tomorrow
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