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Loki is a horizontally-scalable, highly-available, multi-
tenant log aggregation system inspired by Prometheus.
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Design Document
Tom Wilkie & David Kaltschmidt, March 2018

This document aims to explain the motivations for, and design of, the Grafana Loki service. This
document does not attempt to describe in depth every possible detail of the design, but
hopefully explains the key points and should allow us to spot any obvious mistakes ahead of
time.

This document aims to answer question not only about how we’re going to build this, but also
why we’re building it, what it will be used for, and who will be using it.

Background & Motivations


https://github.com/grafana/loki

#0 Simple and cost effective to operate

#1 Integrated with existing observability tools

#2 Cloud Native and Airplane Friendly



#0 Simple to scale
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/g;wMGIwZ => { i\\

time: “2018-01-31 15:41:04",
job: “frontend”,

env: “dev”,

line: ™“POST /api/prom/push...”

_ J

(“time", “2018-01-31 15:41:04") -> “DEwMGIwZ”
(“job”, “frontend”) -> “DEwMGIwZ”
(“env”, “dev”) -> “DEwMGIwZ”
(“Mine”, “POST") -> “DEwMGIwZ"”
(“ine”, “/api/prom/push”) -> “DEwMGIwZ”
(Mine”, “HTTP/1.1%) -> “DEwMGIwZ”
(“line”, “5027) -> “DEwMGIwZ”

Existing log aggregation systems do full text indexing and support complex queries



“time", “2018-01-31 15:41:04") -> “DEwWMGIwZ”

(

(“job”, “frontend”) -> “DEwMGIwZ"”
(Y“env”, “dev”) -> “DEwMGIwZ"”
(“line”, “POST”) -> “DEwMGIwZ"”
(“line”, “/api/prom/push”) -> “DEwWMGIWZ”
(Mline”, “HTTP/1.17) -> “DEwMGIwZ"”
(“line”, “502") -> “DEwMGIwZ"”

Node0 Nodel - NodeN

Existing log aggregation systems do full text indexing and support complex queries



{job="frontend”, env=%“dev”} => {
time: “2018-01-31 15:41:04",
line: “POST /api/prom/push HTTP/1.1 502 O"

Loki doesn’t index the text of the logs, instead grouping entries
into “streams” and indexing those with labels.



#1 Integrated with
existing tools
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The Watchmen

1. Alert 2. Dashboard 3. Adhoc Query

[FIRING:3] CFRoutesTooLow (cf router pcf-dev
10.130.7.229:9186 pcf-dev-firehose codelab-monitor

gorouter)
The number of routes in the router's routing table is

dangerously low: 113

The Watchmen
[RESOLVED] CFRoutesTooLow (cf router pcf-dev
10.130.7.229:9186 pcf-dev-firehose codelab-monitor

gorouter)
The number of routes in the router's routing table is

dangerously low: 113
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Prometheus’ data model is very simple:

<identifier> - [ (t0O, vO), (t1, v1), ... ]
Timestamps are millisecond int64, values are float64

|dentifiers are bags of (label, value) pairs:

{job=“foo”, instance=“bar”, ... }

https://www.slideshare.net/Docker/monitoring-the-prometheus-way-julius-voltz-prometheus



https://www.slideshare.net/Docker/monitoring-the-prometheus-way-julius-voltz-prometheus
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#0 Prometheus talks to k8s to discover list of targets
#1 Target information is “relabelled” to build labels
#2 Metrics are pulled from apps

#3 Target labels added to series labels

afana



What is Relabelling?

Grafana



Loki’s data model is very similar:

<identifier> - [ (tO, vO), (t1, v1), ... ]
Timestamps are nanosecond floats, values are byte arrays.

|dentifiers are the same - label sets.

https://www.slideshare.net/Docker/monitoring-the-prometheus-way-julius-voltz-prometheus



https://www.slideshare.net/Docker/monitoring-the-prometheus-way-julius-voltz-prometheus
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1. Alert 2. Dashboard 3. Adhoc Query

The Watchmen ~ro M i w o (@ [om as
[FIRING:3] CFRoutesTooLow (cf router pcf-dev s ¢ Oumoran > can (TR
10.130.7.229:9186 pcf-dev-firehose codelab-monitor s - - EeE

486K reqps 11.37 Mil 4.88K regps
gorouter)
The number of routes in the router's routing table is :mmmw B —

dangerously low: 113

The Watchmen »

[RESOLVED] CFRoutesTooLow (cf router pcf-dev
10.130.7.229:9186 pcf-dev-firehose codelab-monitor
gorouter)

The number of routes in the router's routing table is
dangerously low: 113
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#2 Cloud Native and
Airplane Friendly
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Scale out
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#0 Simple and cost effective to operate

#1 Integrated with existing observability tools

#2 Cloud Native and Airplane Friendly
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Whats next?
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rate(({job="app”} | “/foo” ! “/foo/bar”)[1m])

extract({job="default/nginx”}, “code=(\d+)”, “cc
| > {code >= 500}

sum(extract({job="app”}, “code=(\d+)”))

LogQL 15 Grafana


https://goo.gl/8h58zu

Improve clustering & durabillity

Add Alerts & Rules off logs

Make it easier to get context, ad hoc filtering

Launch first beta in ~April

19 Grafana



Thanks! Questions?

(we’re hiring)

19 Grafana



